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Introduction

Bucks Students’ Union (“we”, “our” or “us”) is committed to the protection of the personal data of our members,

employees, suppliers and other individuals whom we might hold information about.

The Students’ Union recognises the UK General Data Protection Requlation (UX GDPR) and the Privacy of Electronic
Communications Reqgulations (PECR) as the primary statutory responsibilities to data handling and processing. The
Students’ Union also recognises the Data Protection Act (2018) and Data (Use and Access) Act 2025 as additional, and

more recent, legislation.

To this end, every individual employee, student volunteer, member or contractor handling data collected or administered
by the Union must take responsibility and due consideration for its appropriate use in line with this policy and the
declared processing activities.

This policy applies to all employees and volunteers and is overseen by the Data Protection Officer reporting directly to
the Strategy and Planning Committee, Finance and Staffing Committee and Trustee Board. Any deliberate breach of this
policy may lead to disciplinary action being taken or even criminal prosecution. It may also result in personal liability for
the individual.

Any questions or concerns about the interpretation or operation of this policy should be taken up with the Students’

Unions Data Protection Officer.

The way in which we process data will depend on how we have collected it and how it relates to the data subject.
We have different privacy policies that detail more information about the type of information that we gather, how we
process it and who we share it with. Each data strand is supported with a data impact assessment and these are audited

and reviewed on an annual basis with any changes being recorded. All of this information is tracked on a central register.

Definitions

Personal data is any information relating to an identified or identifiable natural person (‘data subject’). An identifiable
natural person is one who can be identified, directly or indirectly, in particular by reference to an identified, such as a
name, an identification number, cardholder data, location data, an online identifier or to one or more factors specific to

the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

Special category data includes information relating to racial or ethnic origin, disability, political opinions, religious
beliefs, trade union membership, health, sexual orientation and sex life. The processing of special category data is
subject to much stricter conditions. Personal data relating to criminal convictions and offences are not included, as

separate rules apply, but similar additional safequards apply to its processing,.

Processing means any operation or set of operations which is performed on personal data or on sets of personal data,
whether or not by automated means, such as collection, recording, organisation, structuring, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or

combination, restriction, erasure or destruction.

Data controller is the natural or legal person, public authority, agency or other body which, along or jointly with others,
determines the purposes and means of the processing of personal data.



Y

BUCKS
STUDENTS’
UNION

Data processor is a natural or legal person, public authority, agency or other body which processes personal data on

behalf of the controller.

Consent of the data subject means any freely given, specific, informed and unambiguous indication of an individual’s
wishes by which they, by a statement or by a clear affirmative action, signifies agreement to the processing of personal

data relating to them.

Responsibilities
Students, suppliers and contractors

Students, suppliers and contractors must ensure that all personal data provided to the Union is accurate and up-to-date.
They must ensure that changes of addresses or any other personal information is updated on the appropriate systems
by contacting the relevant staff. Links to the respective privacy statements can be found online at

bucksstudentsunion.org/privacy.

Student volunteers

Committee members, student reps and other student volunteers may handle personal data to administer their
activities and services. When handling personal data, students are required to follow the guidance set out in the Data
Protection and Information Security handbook which includes the reporting of data breaches, respecting the rights of
individuals and secure processing procedures. Links to the handbook and privacy statements can be found online at

bucksstudentsunion.org/privacy.

Union employees

The Students’ Union holds various items of personal data about its employees, which are detailed in the relevant privacy

statement and can be accessed through bucksstudentsunion.org/privacy. Employees must ensure that all personal

data provided to the Union, in the process of employment, is accurate and up-to-date. They must ensure that changes

of address etc are updated by contacting the Head of People and Development.

In the course of day-to-day working, it is likely that staff will process individual personal data. Prior to handing any

data, staff are required to have completed the University’s Data Protection/Information Security Smart training course,

through their eLearning platform. When handling personal data, staff are required to follow the guidance set out in the

Data Protection and Information Security handbook which can be accessed through

bucksstudentsunion.org/union/policiesandresources.

Union managers and project leads

Managers and project leads must ensure that staff handling data in the course of their roles have conducted the
appropriate training, are processing data within the framework agreed and identified within their respective impact
assessments, and are following the guidance set out in the Data Protection and Information Security handbook. For
each point of data collection, a data impact assessment will be completed, outlining the legal basis for processing,
what information is being collected and how it will be stored. These will be completed with department managers and
reviewed on a reqular basis with the Data Protection Officer in order to identify any weaknesses in information security.
This information will also be retained and monitored in a data source register that outlines the organisation’s full data

management processes and responsibilities.


https://www.bucksstudentsunion.org/privacy/
https://www.bucksstudentsunion.org/privacy/
https://www.bucksstudentsunion.org/privacy/
https://bucks.learnupon.com/
https://bucks.learnupon.com/
https://www.bucksstudentsunion.org/union/policiesandresources/
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Data Protection Officer
The Data Protection Officer is the Head of Communications and Marketing. They are responsible for:

¢ informing and advising the organisation and its employees about their obligations to comply with the UX GDPR and

other relevant data protection laws

e monitoring compliance with the UK GDPR and other data protection laws, including managing internal data
protection/processing activities, advise on data protection impact assessments, training of staff and conduct

internal audits
e to be the first point of contact for supervisory authorities and for individuals whose data is processed.

The Data Protection Officer has delegated authority by the Board of Trustees and Chief Executive Officer to carry out
their role with the resources required to be effective in the protection and security of the individual data the
organisation handles.

The Data Protection Officer shall have full access to the email address sudataprotection@bnu.ac.uk.

Senior Management team

The Senior Management team is required to demonstrate ownership of the Union’s Data Protection Policy and to

communicate it across the organisation. Aspects of its management may be delegated to other levels of management.
Trustee Board

Trustee Board has overall accountability for the strategy of BSU and is responsible for strategic oversight of all matters
related to statutory legal compliance and risk for the Union. Trustee Board should seek assurance from the Senior
Management team that effective arrangements are in place and are working through the Strateqy and

Planning Committee.

Compliance
Respecting individuals’ rights

The General Data Protection Regulations sets out a series of rights for individuals. BSU employees and volunteers
planning data processing activities must record how these rights are addressed. The Data Protection and Information

Security handbook details the rights and the organisation’s standardised processes to meet these individual rights.
Processing special categories of data

BSU shall only process special category data where a lawful condition under Article 9 UK GDPR applies, including but
not limited to explicit consent, employment obligations, vital interests, leqal claims and other lawful grounds detailed in

the Data Protection and Information Security Handbook.
Subject access requests

The Data Protection and Information Security handbook details the procedures on how subject access requests should
be handled. As standard, BSU does not charge any fee to comply with access requests. However, we reserve the right
to refuse manifestly any unfounded or excessive requests. Any individual or department receiving a subject access
request should send the completed paperwork to the Data Protection Officer without delay. The Data Protection Officer

shall respond to the request within one month of receiving the necessary paperwork and proof of identity.


mailto:sudataprotection%40bnu.ac.uk?subject=
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Lawful data processing

BSU shall only process data within the law. Where a lawful process has been identified, Union employees must inform
the Data Protection Officer who will add it to the data source register. The Data Protection and Information Security

handbook details the procedures on how to record the lawful processing justification.
Children

Generally, BSU staff and volunteers will not need to process data relating to any individual under the age of 16. However,
in certain circumstances, for instance under 16 events in the Venue, summer schools, etc., staff may need to process this
data. In these circumstances, valid consent will be provided or authorised by a parent or legal guardian, as required by

applicable data protection legislation.
Data breaches

BSU shall adopt processes to detect data breaches including audits and other appropriate processes. Employees shall
report data breaches as outlined in the Data Protection and Information Security handbook.

Where an employee, volunteer, supplier or contractor discovers a data breach they must notify this to the Data
Protection Officer within 24 hours. The Information Commissioner’s Office shall be notified within 72 hours of the
breach where there is a risk to the rights and freedoms of individuals, such as discrimination, damage to reputation,
financial loss, loss of confidentiality or any other significant disadvantage. Where there is a high risk to the rights and
freedoms of individuals they shall also be directly notified. The reporting procedures are detailed in the Data Protection

and Information Security handbook.
Data protection by design

Employees are required to adopt a ‘privacy by design’ approach to planning data collection and processing. In addition
to data collection records, data impact assessments (DIAs) and, where appropriate, legitimate interest assessments
(LIAs) shall be completed prior to any data collection or processing. DIAs and LIAs will be completed between the
department manager and Union’s Data Protection Officer. These documents will be retained by the Data Protection

Officer and reviewed on a frequent basis.
Duty of confidence

Due to the nature of our work, and acting as a representative organisation for our members, in certain circumstances,
we are duty bound to protect the rights of other individuals, or other third parties, where information is disclosed to us
confidentially. Where information is disclosed to us in express confidence, we have an obligation to respect this and we
may treat this information as being exempt under the UK GDPR and Data Protection Act 2018. This will be treated on a
case-by-case basis and we will endeavour to disclose as much information as possible, within the permitted boundaries
of the law and respecting the duty of confidence to other individuals.

Using personal information through Al

Although we acknowledge the huge benefits and potential of artificial intelligence (Al), and how this can really benefit
our day-to-day operations, at no point should we be sharing any personally identifiable data through any of these sites.
Doing so, would be a breach of our internal policies and procedures around the handling of data and to ensure we
remain fully compliant in the data that we process. Guidance on the use of A, relating to data protection, is always under

review but you can find more information on the ICO website.
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Freedom of Information Act

The Students’ Union, although a representative body for students at a publicly funded institution, is not itself a public
body. The Freedom of Information Act 2000 (“FOI Act”) only applies to public bodies. Any FOI requests which come into
the Students’ Union should be forwarded to the Data Protection Officer for review and response. However, the standard
response is that the FOI Act does not apply to the Students’ Union and therefore the information will not be provided.

The statement that we use to reply to these requests can be found at bucksstudentsunion.org/privacy.

Information security

Data storage

Electronically stored personal data must be stored in an encrypted or password protected form to protect against
unauthorised access or processing. Physical paperwork must be stored within a locked storage unit. When no longer
needed, any digital copies should be permanently deleted and any physical paperwork securely destroyed. Staff should

adhere to the retention periods that are outlined within the individual data impact assessments.

Vital records, for the purposes of business continuity, must be protected from loss, destruction or falsification by Union

employees, in accordance with statutory, requlatory, contractual and Union policy requirements.

There are several primary platforms for securely storing electronic data: BNU personal (G) drive, BNU shared (S) drive,
the main Union website, which acts as our CRM system, SharePoint, OneDrive, and other cloud-based platforms, such
as Microsoft Forms. Staff are required to store data they handle on one of these platforms, as detailed within the Data

Protection and Information Security handbook.

Explicit permission from line management must be obtained before removing restricted information, including personal
data and confidential information from Union premises. Restricted information processed on portable devices and
media must be encrypted. The password to an encrypted device must not be stored with the device and the password

should be sufficiently strong,.
Retention periods

The retention period for each strand of data that we collect is carefully considered at the point of creating a Data Impact
Assessment. Some of the retention periods, eg employee records, are determined by law whereas others are based on
last point of contact with an individual. We take a balanced approach to retention periods and these are kept

under review.
Third-party contracts

Occasionally the Union may transfer data to third parties for processing in line with guidance contained within the Data
Protection and Information Security handbook. Prior to data transfer, a contract to ensure compliance with relevant

legislation must be in place with oversight from the Data Protection Officer.
IT systems

Employees must undertake the University’s Data Protection/Information Security Smart training course, through their

elLearning platform, to ensure sufficient awareness of data protection, GDPR and information security. Employees

must make best attempts to protect their identity by using strong passwords for all platforms. Account password and
usernames should not be shared.


https://www.bucksstudentsunion.org/privacy/
https://bucks.learnupon.com/
https://bucks.learnupon.com/
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Digital equipment and media containing information must be secured against theft, loss or unauthorised access when
outside the Union’s physical boundaries. In addition, all digital equipment and media must be disposed of securely and

safely when no longer required.

Policy monitoring

Compliance with the policies and procedures laid down in this document will be monitored by the Union’s Strateqy
and Planning Committee, together with reviews by the Finance and Staffing Committee and Trustee Board. The Data
Protection Officer is responsible for the monitoring, revision and updating of this document on a yearly basis unless

there are significant changes to legislation.



